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Anatomia do risco
cibernético



 Definicao:

“Risco cibernético refere-se aos potenciais resultados
negativos associados a ataques cibernéticos. Por sua
vez, ataques cibernéticos podem ser definidos como
tentativas de comprometer a confidencialidade,
integridade e disponibilidade de dados ou sistemas

computacionais”
P
. - ]
O Global Risks Report de 2019 do World Economic pu—
Forum classifica os riscos cibernéticos como a
quarta maior ameaca a economia mundial.
Fontes: 10SCo, in Percepgao de riscos cibernéticos nas atividades de administradores fiduciarios e intermediarios, CVM (Link:

http://www.cvm.gov.br/export/sites/cvm/menu/acesso_informacao/serieshistoricas/estudos/anexos/Percepcao_de_riscos_ciberneticos_nas_atividades_de_administradores_fiduciarios_e_intermediarios.pdf)
Global Risks Report 2019, Word Economic Forum (Link: http://www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf)



MATTOS FILHO >

I. Quem s3do as principais vitimas dos III. Quais os motivos dos incidentes?

incidentes? - Motivagdes financeiras: 71%
- Setor publico: 16% - Vantagens estratégicas (por exemplo,
- Organizagoes de saude: 15% espionagem): 25%

Instituicoes financeiras: 10%
Pequenos negocios: 43%

II. Quem sao os autores dos incidentes? IV. Como se deram os incidentes?
- Agentes externos: 69% * Phishing: 32%
- Agentes internos: 34% * Roubo de credenciais: 29%

- Organizagoes criminosas: 39%
- Nagdes ou agentes governamentais:
23%

Fonte: Verizon Data Breach Investigations Report 2019, Verizon (Link: https://enterprise.verizon.com/resources/reports/dbir/2019/summary-of-findings/)
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\

Responsabilidade Civil Outros Danos

e Danos a dados da prépria empresa e Comprometimento de softwares,
e Danos a dados de terceiros hardwares e infraestrutura fisica
 Danos a dados de empregados * Lucros Cessantes

e Danos a dados em arquivos inativos

e Danos a bens de terceiros

e Danos a integridade fisica de
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Exemplos de reparacdes a danos previstas em leis (tais como Cddigo Civil, Lei das S.A. e LGPD):

Por prejuizos de terceiros originados em vazamento de dados (corporativos ou pessoais)

) Por prejuizos de terceiros originados em manipulacdo de dados (publicagao de dados confidenciais ndo
autorizada)

) Por prejuizos originados em violacdo de dados que implique infracao de propriedade intelectual

Por prejuizos originados em violacdo de dados que resulte em publicacdo de conteidos de midia que
causem dano a terceiros

) Por prejuizos originados em violacao de dados na prestagao de servigos de empresas de assessoria em
tecnologia

Por danos morais oriundos da veiculacdo de dados sem autorizacdo do titular
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“"Hackers Are Targeting Nuclear
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"Hackers breached a dozen US nuclear
plants, reports say”
7/7/2017
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"Ciberataque interrompe a impressao e
entrega de jornais nos EUA”
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“"Cyberattack on LAPD Confirmed: Data
Breach Impacts Thousands of Officers”
30/7/2019

€he New Pork Times

"A Cyberattack in Saudi Arabia Had a
Deadly Goal. Experts Fear Another Try”
15/3/2018

REUTERS

“Hackers halt plant operations in
watershed cyber attack”
14/12/2017
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Estudo realizado pela Comparitech demonstra que, a longo prazo, as agdes de companhias que
sofreram incidentes cibernéticos tiveram um desempenho inferior comparado ao desempenho
observado no mercado em geral:

Apds 1 ano da data de divulgacdo do incidente cibernético, o
preco médio das acdes das companhias aumentou em 8,53%
em média, mas apresentou um desempenho médio inferior ao
NASDAQ em -3,7%;

Ap0s 2 anos da data de divulgacao do incidente cibernético, o
preco médio das acdes das companhias aumentou em
17,78% em média, mas apresentou um desempenho médio
inferior ao NASDAQ em -11,35%; e

Apods 3 anos da data de divulgagdo do incidente cibernético, o
preco médio das agdes das companhias aumentou em
28,71% em média, mas apresentou um desempenho médio
inferior ao NASDAQ em -15,58%.

Fonte: How data breaches affect stock market share prices, Comparitech (Link: https://www.comparitech.com/blog/information-security/data-breach-share-price-2018/#Long_term_effects_of _data_breach_on_share_price)
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Riscos cibernéticos devem figurar entre os pontos de maior atencao da alta administracao da
empresa (sensibilizacao);

Usando metodologia e processos, riscos cibernéticos devem ser (i) abordados junto a todos os
departamentos da empresa e (ii) tratados nos mais diversos documentos da empresa, desde
politicas a contratos;

Gestao de riscos cibernéticos: constancia e ritmo; ferramentas; pessoas (incluindo terceiros);
envolvimento de toda a organizacao;

Realizacao periddica de auditorias e testes internos e externos;
Elaboracao de procedimento para incidente cibernético (resposta);
Elaboracao de programa de continuidade de negdcios; e

Seguro de riscos cibernéticos (atentar para silent cyber).
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1. ISACA - Apresentacao Institucional

2. Ataques e Incidentes Cibernéticos

3. Frameworks e Padroes
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https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/

Information Systems Audit & Control Association

[ Contact: pews@isaca org
Kristen Kessinger, +1.847.660.5512 CGEIT CIsSM
Joanne Duffer, +1.847 660.5564

Jay Schwab, +1.847 660.5693 Certified in the Certified Information

Governance of ‘Sn:::ur'rt;:I Manager"
ISACA Fact Sheet E”‘E’P"SB" pere s—
www.isaca.org .
About ISACA
ISACA® is the voice of the information systems audit, IT governance, risk management and
cybersecurity professions. For nearly 50 years, ISACA has helped enterprises develop strong CISA CRISC
IT workforces by inspiring and equipping individuals to be more capable, valuable and
successful in the fast-changing world of information technology and business. ar ke korrmafioe S e e
T v Systam? Control™
By offering industry-leading knowledge, standards, credentialing and education, ISACA ' m—

enables professionals to apply technology in ways that instill confidence, address threats,
drive innovation and create positive momentum for their organizations.

CSH

CYBERSECURITY NEXUS

ISACA is the creator of the COBIT framework, which helps organizations effectively govern
and manage their information and technology. Through its Cybersecurity Nexus (CSX),
ISACA helps organizations develop skilled cyber workforces and enables individuals to grow
and advance their cyber careers.

ISACA Membership and Chapters
Established in 1969, ISACA is a global nonprofit association of 140,000 professionals in 187
countries. Its members include internal and external auditors, CEOs, CFOs, ClOs, educators,
information security and control professionals, business managers, students, and IT
consultants. ISACA has more than 210 chapters in more than 80 countries.
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http://www.isaca.org/About-ISACA/Press-room/Documents/2016-ISACA-Fact-Sheet_pre_eng_0716.pdf
http://www.isaca.org/Certification/CGEIT-Certified-in-the-Governance-of-Enterprise-IT/Pages/default.aspx
http://www.isaca.org/Certification/CISM-Certified-Information-Security-Manager/Pages/default.aspx
http://www.isaca.org/Certification/CISA-Certified-Information-Systems-Auditor/Pages/default.aspx
http://www.isaca.org/Certification/CRISC-Certified-in-Risk-and-Information-Systems-Control/Pages/default.aspx
http://www.isaca.org/cobit/pages/default.aspx
https://cybersecurity.isaca.org/csx-nexus
https://www.abgr.com.br/

Insights and resources for the cybersecurity professional from ISACA LEARN MORE >

l
share fum[:"i’ﬂ‘ r

Quick Links

» Why Certify?

e Cartifod In the Certfed i sk | want to My Saved
+ Exam Registration CGEIT mn‘* CISA S S iy = Sttt et [ CRISC 5 momaton. Bookmarks Searches

Computer-Based Testi
B::gi)ilser e = Apply for CRISC Certification

Computer-Based Testing CS Xo = Earn CPE Credits

(CBT) Locations CatitedCooarnacane racitioss = Maintain my certification

ISACA Exam Candidate ; i f

Information Gude Code of Professional Ethics + Write an Exam Question

CISA: Ceriified Information ISACA sets forth this Code of Professional Ethics to guide the professional and

Syste.ms Auditor personal conduct of members of the association and/or its certification holders. Code of Ethics Translations

CISM: Certified Information Members and ISACA certification holders shall: .

Security Manager |
—_— 1. Support the implementation of, and encourage compliance with, appropriate E )

CGEIT: Certified in the standards and procedures for the effective governance and management of Bosnian (195K)

Govemnance of Enterprise IT enterprise information systems and technology, including: audit, contral, E

e . o security and risk management. Chinese (Simplified} (50K

CRISC: Certified in Risk and 2. Perform their duties with objectivity, due diligence and professional care, in (Simplified) (k)

Information Systems Control accordance with professional standards.

B Chinese (Traditional) 1449

w

Serve in the interest of stakeholders in a lawful manner, while maintaining
high standards of conduct and character, and not discrediting their profession
or the Association. E Dutch (14K)
. Maintain the privacy and confidentiality of information obtained in the course
ISACA Anti-Harassment of their activities unless disclosure is required by legal autherity. Such E French (2K)
Policy information shall not be used for personal benefit or released to inappropriate
parties. E
. Maintain competency in their respective fields and agree to undertake only German (15K)
those activities they can reasenably expect to plete with the r ¥
skills, knowledge and competence. E Greek (98K)
6. Inform appropriate parties of the results of work performed including the
disclosure of all significant facts known to them that, if not disclosed, may
distort the reporting of the results.

+ Additional Resources

¥ Code of Professional Ethic

.

o

E Hebrew (63K)

7. Suppeort the professional education of stakeholders in enhancing their i
understanding of the governance and management of enterprise information E Italian (9K)
systems and technology, including: audit, contrel, security and risk
management. B Japanese (119K)

Failure to comply with this Code of Professional Ethics can resultin an investigation
into a member's or certification holder's conduct and, ultimately, in disciplinary
measures.

E Korean (110K)

m Prlich re7ie
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http://www.isaca.org/Certification/Code-of-Professional-Ethics/Pages/default.aspx
https://www.isaca.org/Journal/archives/Pages/default.aspx
https://www.abgr.com.br/
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http://www.isaca.org/COBIT/Pages/Information-Security-Product-Page.aspx
http://www.isaca.org/COBIT/Pages/Assurance-product-page.aspx
http://www.isaca.org/COBIT/Pages/Risk-product-page.aspx
http://www.isaca.org/COBIT/Pages/COBIT-5-Framework-product-page.aspx
http://www.isaca.org/cobit/pages/default.aspx
https://www.isaca.org/Journal/archives/Pages/default.aspx
http://www.isaca.org/Certification/CGEIT-Certified-in-the-Governance-of-Enterprise-IT/Pages/default.aspx
http://www.isaca.org/Certification/CISM-Certified-Information-Security-Manager/Pages/default.aspx
http://www.isaca.org/Certification/CISA-Certified-Information-Systems-Auditor/Pages/default.aspx
http://www.isaca.org/Certification/CRISC-Certified-in-Risk-and-Information-Systems-Control/Pages/default.aspx
http://www.isaca.org/cobit/pages/default.aspx
https://cybersecurity.isaca.org/csx-nexus
https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/

Trust in, and Va
Information

» Current Issue

» Practically Speaking Blog
» CPE Quizzes

» Submit an Article

» Advertise

» Editorial Calendar SECURITY PRlVACY

L TODA NG
~ Archives e

200 = PROTECTION

2018 ; % e
2017 el 7/
2016
» Journal Print Opt-|
Volume 2, 2019 Volume 1, 2019 Volume 1, 2018

Tomorrow’s Security Today Competing Interests of Privacy and The Future of Data Protection
Security

Join ISACA and enjoy these
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https://www.isaca.org/Journal/archives/Pages/default.aspx
https://www.isaca.org/Journal/archives/Pages/default.aspx
https://www.isaca.org/Journal/archives/Pages/default.aspx
https://www.isaca.org/Journal/archives/Pages/default.aspx
https://www.abgr.com.br/

Knowledge Center ﬂSACA
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Support Shopping Cart Join Signin &% ENGLISH

My ISACA I [T -oancea searcn

ABOUT : MEMBERSHIP : CERTIFICATION : EDUCATION : COBIT KNOWLEDGE & INSIGHTS | JOURNAL : BOOKSTORE

KNOWLEDGE & INSIGHTS

Explore the latest research, guidance and expert thinking
on standards, best practices and emerging trends.
Connect and collaborate with like-minded professionals on topics
of mutual interest and share your real-world experiences

e

News & Trends | |Insights | Solutions | COBIT | CareerCentre | Partner Content | OnlineFoum | Research | Glossary

NEWS & TRENDS
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https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/
https://www.isaca.org/Knowledge-Center/Pages/default.aspx

usid' i . campTERsBiLl 5 [
SECURE S, 8227 B :

Seguranca

CID — Confidencialidade, Integridade, Disponibilidade

Independente do formato

COLLECTION

sssss

Documentos em papel e digitais SEC”“Y

Comunicacéo verbal e visual

Propriedade Intelectual

» Protegao dos Ativos Digitais : CID + Autenticidade + Ndo Repudio => PPTs

» Tratamento das Ameacas e Riscos Cibernéticos

» Ataques sofisticados, intencionais, direcionados

» Informacdes processadas, armazenadas e transmitidas

» Sistemas de Informacao Interconectados em Rede
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https://www.isaca.org/about-isaca/Pages/default.aspx
https://cybersecurity.isaca.org/csx-certifications/csx-fundamentals-certificate
https://www.abgr.com.br/

Seguranc¢a - Dominios

OFFICIAL(SCY GUIDE TO THE

CISSP CBK 2.

8.

Security and Risk Management

Asset Security

Security Engineering

Communication and Network Security
Identity and Access Management
Security Assessment and Testing
Security Operations

Software Development Security

CISSP — Certified Information Systems Security Professional CBK

(ISC)? - International Information System Security Certification Consortium

Gestao de Riscos Cibernéticos - José Fontenelle - 2019

—HSACA

Rio de Janeiro Chapter


https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/

The Cyber Security Hub
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https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/

Ataques e
Incidentes
Cibernéticos

C
O
N
H
E
C
|
D
O
S

—HSACA

Conflangs & ik gm Setemas de hibmagia

Rio de Janeiro Chapter
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https://uk.pcmag.com/news/117852/data-breaches-compromised-45-billion-records-in-first-half-o
https://uk.pcmag.com/news/117852/data-breaches-compromised-45-billion-records-in-first-half-o
https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/

Total number
of breaches:

579,840,350

LIST OF DATA BREACHES
VOVEH'IEHCE IN 2018

‘ . ’ 82.859 957 35,000,003

448,093,504 44,756,300

943,558,416

data records reported lost or stolen in

CONHECIDOS LAk 174,333,188

13,373,595 7,126,914

855,408 9,010,505
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https://www.itgovernance.co.uk/blog/infographic-list-of-data-breaches-in-2018
https://www.itgovernance.co.uk/blog/infographic-list-of-data-breaches-in-2018
https://www.itgovernance.co.uk/blog/infographic-list-of-data-breaches-in-2018
https://www.abgr.com.br/
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https://www.itgovernance.co.uk/blog/infographic-list-of-data-breaches-in-2018
https://www.itgovernance.co.uk/blog/infographic-list-of-data-breaches-in-2018
https://www.itgovernance.co.uk/blog/infographic-list-of-data-breaches-in-2018
https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/
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https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/

Risco Cibernético
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Soﬂware 2 The virus Is controlled from servers In Denmark = Irasian

Sabotage o : and Malaysta with the help of two Intemet c‘{v ‘_ 5 ':'r":m; > + 1 5 S i tes I n d u St ri a i S

g addresses, both registered to false names. The virus T— richment
::’s:uittznet Infects some 100,000 computers around the world. —

Iran's uranium
enrichment program

1 e maes o ' <S8~ A » Destruicao de 984 Centrifugas de

worm probably entered

the computer system="—=
P 3 Stuxnet spreads 4 The computer worm

through the system until  varles the rotational ‘ H 1 d A 1
. It finds computers speed of the centrifuges. | E n rl q U eCI I I Ie ntO e U ra n I O
faclity In Mhm Vaa e running the Slemens This can destroy the 33

removable USE mem oy control software Step7,  centrtfuges and Impalr 7 {

stick. which Is responsible for  uranium enrichment
regulating the rotational
speed of the centrifuges.

i > 30% Reducao na capacidade de
5 The Stuxnet attacks start In June ho”nthn . . n .
Stuxnet et ii enriquecimento de Uranio

sharply.

Feb. 1, May31 Aug.12 Nov, 2 Jan. 29, May 24 .
Source: WAEA, ISIS, FAS, World Nuclear Assoctation, FTresearch 2009 2000 Stanford TUniversitv., Winter 2015
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http://large.stanford.edu/courses/2015/ph241/holloway1/
http://large.stanford.edu/courses/2015/ph241/holloway1/
http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/
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INSIDE THE CUNNING.
UNPRECEDENTED HACK OF
URRAINE'S POWER GRID

S World's First

\Power/Outage /3%
= Caused byjHackers

Risco Cibernético —HSACA

Confianga & Wsar sm Sisteras de nomagda

fanga & U
Rio de Janeiro Chapter

O que ?

Acesso remoto a rede SCADA sem 2FA

Alteracdo do Firmware de dispositivos criticos em 16
subestacdes (conversores Serial-Ethernet para envio de
comandos para a rede SCADA)

Impossibilidade de execucao de comandos pelos Operadores

das subestacdes
Reconfiguracao das UPS (Energia de Backup)

T-DoS — ataque de negacao de servigos no SAC/Call Center
(excesso de ligagdes falsas)


https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/
https://thehackernews.com/2016/01/Ukraine-power-system-hacked.html
https://www.abgr.com.br/
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INSIDE THE CUNNING. Como ?
UNPRECEDENTED HACK OF

URRAINE'S POWER GRID - Phishing para 3 empresas com Doc. Word malicioso

» Solicitacdo de habilitacdo de Macros no Word Doc. (técnica

anos 90)

» Infeccdo com BlackEnergy3 — variante de versdes anteriores

ocorridas na Europa e EUA

* Uso do KillDisk — limparam os HDs dos computadores dos

Operadores e o MBR, impedindo o reboot

iner Outage
Caused by*Hackers
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https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/
https://thehackernews.com/2016/01/Ukraine-power-system-hacked.html
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INSIDE THE, CUNNING, Impacto ?
UNPRECEDENTED HACK OF
URRAINE'S POWER GRID

60 subestacoes

‘A,"g N ’
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4’;\ "/
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Power Outage
Caused bnyackers

« 2 centros de distribuicao de energia

« Blackout => 230.000 residéncias

« Completa recuperacao : + 2 Meses
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€he New Aork Times Q

Technology

SUBSCRIBE LOG IN

Hackers Are Targeting Nuclear Facilities, Homeland
Security Dept. and F.B.l. Say

O O
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CroLHAR Ataque hacker faz usina ser desativada

@ SEGURANCA

18-Dez- Um ataque hacker fez uma usina ser desativada. Apesar da
infraestrutura dessas instalacdes ja ter sido alvo de cibercriminosos no
passado, € a primeira vez que um ataque hacker forca a paralisacéao
das atividades da usina.

O acontecimento foi relatado pela empresa de seguranca FireEye,
gue néo detalhou local nem tipo de usina envolvido no ataque. Segundo
a Reuters, especialistas acreditam que tenha sido no Oriente Médio,
provavelmente na Arabia Saudita.
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Line
Menor Risco Maior Risco
* CISO — Chief Information Security Officer * ClO — Chief Information Officer
* Gerente de Seguranca da Informacao (SI) * Gerente de Tecnologia da Informacao (Tl)
* Arquiteto de SI * Arquiteto de Tl
* Gestor de Incidentes de SI * Gestor de Incidentes de Tl

* Politicas, Processos, Padroes, Controles de SI Politicas, Processos, Padroes, Controles de

Tl
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Encarregado de Protecao de Dados Pessoais

As atividades do Encarregado consistem em (LGPD, Art. 41)

1. aceitar reclamacdes e comunicacoes dos Titulares, prestar esclarecimentos e
adotar providéncias;

2. receber comunicacbes da Autoridade Nacional e adotar providéncias;

3. orientar os funcionarios e os contratados da entidade a respeito das
praticas a serem tomadas em relacdo a protecéo de dados pessoais; e

4. executar as demais atribuicdes determinadas pelo Controlador ou
estabelecidas em normas complementares.
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Avaliacao do Risco Cibernético
DPO - Data Protection Officer

l The UK’s independent authority set up to uphold information
[ ] rights in the public interest, promoting openness by public

Information Comy ner's Office bodies and data privacy for individuals.

Home  Your data matters For organisations Make a complaint  Action we've taken About the ICO

For organisations /

Guide to the General Data Protection
Regulation (GDPR) Share e Download options e

Search this document Q Introduction

Introduction The Guide to the GDPR explains the provisions of the GDPR to help organisations
comply with its requirements. It is for those who have day-to-day responsibility for

I
What's new data protection.

Key definitions The GDPR forms part of the data protection regime in the UK, together with the new

What is personal data? Data Protection Act 2018 (DPA 2018). The main provisions of this apply, like the

GDPR, from 25 May 2018.
Principles

This guide refers to the DPA 2018 where it is relevant includes links to relevant
sections of the GDPR itself, to other ICO guidance and to guidance produced by the
EU’s Article 29 Working Party - now the European Data Protection Board (EDPB).

Lawfulness, fairness and
transparency

Purpose limitation

We intend the guide to cover the key points that organisations need to know. From
Data minimisation now we will continue to develop new guidance and review our resources to take into
account what organisations tell us they need. In the longer term we aim to publish
more guidance under the umbrella of a new Guide to Data Protection, which will
cover the GDPR and DPA 2018, and include law enforcement, the applied GDPR and
other relevant provisions.

Accuracy
Storage limitation
Integrity and confidentiality

it .
(securiey) Further reading
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DPO - Data Protection Officer

. . Share e Download options e
Data protection officers
Search this document Q At a glance
About the Guide to the GDPR * The GDPR introduces a duty for you to appoint a data protection officer (DPO) if
you are a public authority or body, or if you carry out certain types of processing
What's new Lo
activities.
Key definitions * DPOs assist you to monitor internal compliance, inform and advise on your data

protection obligations, provide advice regarding Data Protection Impact
Assessments (DPIAs) and act as a contact point for data subjects and the
Controllers and processors supervisory authority.

s The DPO must be independent, an expert in data protection, adequately
resourced, and report to the highest management level.

What is personal data?

Principles

Lawfulness, fairness and = A DPO can be an existing employee or externally appointed.
transparency

* In some cases several organisations can appcint a single DPO between them.
Purpose limitation .

* DPOs can help you demonstrate compliance and are part of the enhanced focus

Data minimisation on accountability.
Accuracy
Storage limitation Checklists
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(¢} DPO - Checklist

Appointing a DPO Tasks of the DPO

[ We are a public authority or body and have appointed a DPO (except if we O Our DPO is tasked with monitoring compliance with the GDPR and other
are a court acting in our judicial capacity). data protection laws, our data protection policies, awareness-raising,

O We are not a public authority or body, but we know whether the nature of training, and audits.

our processing activities requires the appointment of a DPO. O We will take account of our DPO's advice and the information they provide

O We have appointed a DPO based on their professional qualities and expert on our data protection obligations.

knowledge of data protection law and practices.
O When carrying out a DPIA, we seek the advice of our DPO who also

O We arent required to appoint a DPO under the GDPR. but we have decided monitors the process.

to de so voluntarily. We understand that the same duties and responsibilities

apply had we been required to appoint a DPO. We support our DPO to the O Our DPO acts as a contact point for the ICO. They co-operate with the

same standards. ICO, including during prior consultations under Article 36, and will consult on
oy any other matter.

Position of the DPO ¥

O when performing their tasks, our DPO has due regard to the risk
associated with processing operations, and takes into account the nature,
scope, context and purposes of processing.

O Our DPO reports directly to our highest level of management and is given
the required independence to perform their tasks.

O We involve our DPO, in a timely manner, in all issues relating to the I
protection of personal data. Accessibility of the DPO

O Our DPO is sufficiently well resourced to be able to perform their tasks. O Our DPO is easily accessible as a point of contact for our employees,

. ) ] ) individuals and the ICO.
O We do not penalise the DPO for performing their duties.

O We have published the contact details of the DPO and communicated

[0 We ensure that any other tasks or duties we assign our DPO do not result
them to the ICO.

in a conflict of interests with their role as a DPO.
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INFORMATION EXCHANGE
BUSINESS. TECHNOLOGY. VALUE.

ISACA Now

As CISOs’ Roles Evolve, So Do the Reporting Lines

Michel Lambert, CISA. CISM, CRISC, CGEIT, CISO, Québec Ministry of Agriculture, Fisheries and Food

| Fosted at 3 [13 P by ISACA News | Category: Securltg.' | Permalink | Email this Post | Comments (1)

Wy H Author’s note: This post was inspired by the discussions among ClS0s atfending (SACAs 2015

. - CIS0 Forums, plus additional readings and personal experence. The opinions are my own. For more

“The main trend has been a tendency to establish a

Corporate Information Security function outside of the IT

organization.” Gartner

The CISO will achieve this by ensuring that the information security posture is commensurate with the
risk appetite and compliant with industry requirements.
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775, SecurityRoundtable.org 2
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What's The Best Reporting Structure for the CISO?

ADD n18
APR 29, 2018

A s cybersecurity risk management has emerged as a top strategic priority for
companies across industries, the question of whom the CISO should report to has
likewise risen in importance. Historically, the CISO reported to the CIO, but companies
are increasingly considering a number of alternatives—from placing the CISO in the risk
or enterprise data groups to having them report directly to the CEO or the board. Although
there is no one-size-fits-all answer, we can provide guidance for companies about the pros
and cons of the various options.
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Certificagéés . Qtd Prof. CISO

s - Autonomia

i i Autoridade

Independénci

Linkedin - Julho /2018

» CGEIT — Certified in the Governance of Enterprise IT Brasil a

Certificado

* CISM — Certified Information Security Manager

e CRISC — Certified in Risk & Information Systems Controls

» CISSP — Certified Information Systems Security Professional

e COBIT5 —The Leading Framework for the Governance and Management of Enterprise IT
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National Institute of
Standards and Technology

U.5. Department of Commerce

Processos Criticos

Gestao de Seguranca .
SECURITY

AUTOMATION

gﬁ
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da Informacao e

Cibernética
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ISO Conteudo (+40 Normas de SI)

27.000 Visao Geral e Vocabulario de Seguranca da Informacéao (Sl)

27.001 Requisitos para um SGSI (“o que tem que ter”, p.e. PSI)

27.002 Controles de S| — Detalhamento e Recomendagdes (“0 que deve conter”, a PSI)
27.003 Guia de Implementacéo do SGSI

27.004 Medicao do SGSI 1ISO 29.134 — Protecéo de Dados Pessoais

27.005 Gestdo de Riscos de Sl ISO 29.151 — Avaliacdo de Impacto de Privacidade

27.006 Requisitos para Realizacao de Auditoria e Certificacao de SGSls
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ISO 27.000 - 114 Controles de Seguranca da Informacéo

01 A.05 Politica de Seguranca da Informacéo

02 A.06 Organizagao de Sl

03 A.07 Seguranca em Recursos Humanos

04 A.08 Gestdo de Ativos

05 A.09 Controle de Acesso

06 A.10 Criptografia

07 A1l Segurancga Fisica do Ambiente

08 A.12 Seguranca nas Operacoes

09 A.13 Seguranca nas Comunicagdes

10 A.14 Agquisicado, Desenvolvimento e Manutencéo de Sistemas
11 A.15 Relacionamento na Cadeia de Suprimento

12 A16 Gestao de Incidentes de Sl

13 A.17 Aspectos de Sl na Gestao da Continuidade do Negdcio
14 A.18 Conformidade
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Risk Assessment

Access Control

Awareness and

Detect
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Events

Security Continuous
Monitoring

Detection Processes
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https://www.nist.gov

Series/Number: NIST Special Publication 800-82
L Guide to Industrial Control Systems (ICS) Security



http://www.isaca.org/Knowledge-Center/Research/ResearchDeliverables/Pages/Implementing-the-NIST-Cybersecurity-Framework.aspx
https://csrc.nist.gov/publications/search?&requestSeriesList=1,&requestStatusList=1,3,&requestDisplayOption=brief&requestPubNumber=800-&requestSortOrder=5&itemsPerPage=All
https://www.isaca.org/about-isaca/Pages/default.aspx
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Sistemas de Informacéo

« ERP, CRM, SCM, SFA

* HR, M&S, Departamentais

« SCADA/PCS/ICS/IACS
Apps, Mobile, 10T, Cloud
E-mail, Intranet, Extranet
EUC — End User Computing
Infraestrutura, Redes e Telecom
Treinamento e Conscientizacéo
Politicas, Processos,
Procedimentos, Padrbes

Fornecedores, Outsourcings

Melhores Praticas, Padroes e

Frameworks

v SIEM
Pessoas

v DLP
Processos v MDM
Tecnologias v UBA
Controles v’ SOC

Ambientes Interno e Externo

Nivel Risco Seg. Cibernética
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Sistemas de Informacéo
« ERP, CRM, SCM, SFA
 HR, M&S, Departamentais
« SCADA/PCS/ICS/IACS
Apps, Mobile, 10T, Cloud
E-mail, Intranet, Extranet
EUC - End User Computing
Infraestrutura, Redes e Telecom
Treinamento e Conscientizacao
Politicas, Processos,
Procedimentos, Padrdes

Fornecedores, Outsourcings
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=

If you think technology can solve your

security problems, then you don't understand

the problems and you don't understand the

technology.
HACKER,
v

COMMUNITY

Bruce Schneier <

Crintoarafo
I PLO alL

Bruce Schneier € um criptografo estadunidense, especialista em
seguranca computacional e escritor. Ele € o autor de muitos livros
sobre seguranca computacional e criptografia e € fundador e chefe
de tecnologia da BT Counterpane Wikipédia

Nascimento: 15 de janeiro de 1963 (idade 56 anos), Nova lorque,
Nova York, EUA
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CEO CFO COO0 cISO 7%
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Seguranca “100%”

Se pensas que sua Empresa 100% Segura estag !

Muito de Seqguranca Cibernética tens ainda que aprender !

Empresas Cyber-Secure Ready, nosso Grande Desafio !
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nao precisa temer o resultado de cem batalhas.

Se vocé se conhece mas nao conhece o inimigo,
para cada vitéria ganha sofrerd também uma

derrota.

Se vocé nao conhece nem o inimigo nem a si

esmo, perdera todas as batalhas.
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José Fontenelle

https://www.linkedin.com/in/josefontenelle/

s g inrmanis

Rio de Janeiro Chapter

20 anos de experiéncia em Governanga, Gestdao de Riscos e Compliance (GRC) de Tecnologia, Seguranca da Informacgdo e Cibernética, em
empresas nacionais e de atuacdo global, como Furnas, Eletronuclear, Petrobras, Nissan, Vale, Orange Business Services. Condugdo de
+10 projetos internacionais, sendo um global. Implementacdo de programas de Geréncia de Qualidade Total e Reengenharia de Processos

Organizacionais.

Diretor Secretario - ISACA-RJ] r pres n

Gerente Sr - Seguranca Cibernética - EY Brasil SZHIL 2L

Professor - GRC de TI, Seguranca da Informacdo e Cibernética - IBEF-Rio —
Professor - Gestdo de Riscos Cibernéticos - Escola Nacional de Seguros - Rio
Instrutor - COBIT 5 - ISACA-R] = =
v" Analista de Sistemas - PUC-RJ
v" Engenheiro Eletronico e de Telecomunicagbes - UGF-RJ
v' MBAs : Executivo - Coppead/UFR]

Gestdo Estratégica de TI - NCE/UFRJ
v Master em Gerenciamento de Projeto — Projectlab

Certificacoes : cotfod it —
. Governance of . Cel nformal

=] . . CGEIT nterpri i ISM i & g

CGEIT - Certified in the Governance of Enterprise IT e o

CISM - Certified Information Security Manager

CRISC - Certified in Risk & Information Systems Controls

CISSP - Certified Information Systems Security Professional X (]()BITG
CSX Cyber Security Fundamentals v Frauen
Cobit 5, ITIL V3 Foundations, ITIL Service Manager

" An 150K

SR )RK

Certified in Risk
and Information

CRISC' systems Control

A 4

Treinamentos em Advanced Hacking and Incident Response (2004) e Seguranca Ofensiva de Redes de Computadores (2017)
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http://www.isaca.org/Certification/CGEIT-Certified-in-the-Governance-of-Enterprise-IT/Pages/default.aspx
http://www.isaca.org/Certification/CISM-Certified-Information-Security-Manager/Pages/default.aspx
http://www.isaca.org/COBIT/Pages/COBIT-5.aspx
https://cybersecurity.isaca.org/csx-certifications/csx-fundamentals-certificate
CISSP 	– Certified Information Systems Security Professional
http://www.isaca.org/Certification/CRISC-Certified-in-Risk-and-Information-Systems-Control/Pages/default.aspx
https://www.isaca.org/about-isaca/Pages/default.aspx
https://www.abgr.com.br/
https://enroll.isc2.org/product?catalog=ISC2-GDPR-SP-PUB
https://www.escolavirtual.gov.br/curso/153

Como Avaliar o Risco Cibernético ? ﬂSACA

Rio de Janeiro Chapter

Muito Obrigado !

José Fontenelle

CGEIT, CISM, CRISC, CISSP, CSX, COBIT 5, ITIL V3

Certified in the Governance of Enterprise IT (CGEIT)
Certified Information Security Manager (CISM)

Certified in Risk & Information Systems Controls (CRISC)
Certified Information Systems Security Professional (CISSP)
Cyber Security CSX, ITIL Service Manager

jose.fontenelle@isaca.org.br
21 99999-0095
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Lider Riscos Cibernéticos

> ‘ MARSH & MCLENNAN






Impactos de um Acidente




O que € um incidente Cyber

Um evento que ou potencialmente ou Regulatério
totalmente compromete:

» A confidencialidade, integridade ou
disponibilidade de informacbes, banco de Lucros
dados ou configuracéo sistémica Cessantes
operacional; ou

Contratual

IMPACTO

« Os dados que o sistemas processa,
armazena ou transmita, ou

» Constitui uma ameaca confirmada ou
iminente de violacao de seguranca, DEInoE) Reputacional
procedimentos de seguranca tecnologicas
de uma organizacéao.

Resp. Civil

MARSH 57



Nossa crescente dependéncia de tecnologias digitais integradas e
abrangentes também aumenta o impacto dos riscos cibernéticos

Fatores Chaves que aumentam 0s riscos cibernéticos nas organizacoes

1. Uso amplo de Tecnologia para Inovacao

As empresas estdo inovando em um esforco para transformar a experiéncia do cliente e melhorar a eficiéncia e
eficacia

2. Ataques sofisticados
Assim como a tecnologia evolui, os hackers estdo cada vez mais organizados e usam técnicas mais
sofisticadas; vetores de ataque estdo mudando constantemente

3. Complexidade Tecnologica
A superficie de ataque esta aumentando a medida que as empresas engajam com fornecedores e se tornam mais
conectadas por meio de tecnologias baseadas em nuvem e arquitetura baseada e integracdo de TA

4. Data sharing
A interconexao crescente e a velocidade, o volume e a variedade de dados aumentam a vulnerabilidade ao -




Cyber Seguranca

Uma necessidade para toda empresa




A dependéncia cibernética cada vez mais complexo faz com que as
organizagoes enfrentem maiores desafios ao equilibrar prioridades

To

®)

Corpo Diretivo da empresa desempenham
Atores de ameacas aprenderam a Novo cenario regulatorio um papel crucial no gerenciamento de
contornar a seguranca de rede tradicional ameacas cibernéticas

_______________________________________________________________________________________________________________________

* Os ataques cibernéticos séo
geralmente conduzidos em varios
vetores e usando mecanismos
diferentes, como virus, spyware,
spear phishing, anexos de e-mail,
cbdigos maliciosos e downloads

» Adigitalizacdo rapida e coleta de
drive-by; ataques

dados amplifica as ameacas
cibernéticas, o que leva a mais
regulamentacdes e politicas
cibernéticas.

e As perspectivas, atitudes, valores,
' objetivos morais e sistemas
. legados compartilhados dentro de
' uma organizacao tém um impacto
. direto sobre como as ameagas
i cibernéticas sé@o percebidas e
+ Com os novos regulamentos E gerenciadas.

cibernéticos, as empresas podem se |

encontrar em um novo cenario em

como tratar de incidentes e acdes

gue ndo estavam anteriormente !

vislumbradas

» Para estabelecer uma cultura de
resiliéncia cibernética, todos na
organizacao - de lideranga e
gestdo executiva a area comercial-
tém um papel igual e importante a
desempenhar na defesa.

* A maioria das medidas
tradicionais, como software
antivirus, firewalls e protecao por
senha, ndo detecta ou blogueia
"atagques de entrada" — ndo existe
ferrramentas 100% efetivas
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Cyber Seguranca
Uma necessidade para toda empresa

NOs ndo queremos que 0 seguro seja um substituto para a seguranca

»+X -+ + 8-

PROCESSOS PRATICAS TECNOLOGIA SEGURO
Politicas de Seguranca Acompanhar novas Seguranca de Aplicacdes

Cibernética ameacas Seguranca de Dados

Plano de Resposta a Gerenciamento de Seguranca de Rede

Incidentes Fornecedores Seguranca Operacional

Controles Treinamento Ferramentas e Sistemas

Seguranca Fisica Testes de Seguranca

MARSH



Coberturas do Seguro Cibernético




Coberturas do Seguro Cibernético

anl

Perda de Receita

Receita perdida durante o periodo de
interrupc@o de negdcios decorrente de um
incidente cibernético.

Responsabilidade e Midia

Planejar, implantar, executar e gerenciar
uma campanha de relacdes publicas para
opor-se a ou minimizar eventuais efeitos
prejudiciais, reais ou previstos, da
publicidade negativa de tal Ato de violacao
de Privacidade, ou para proteger a
reputacédo comercial do Segurado como
forma de reacdo a publicidade negativa
apos tal Ato de Violacéo de Privacidade.

Perda de Ativo de Dados

Custos para recriar, restaurar ou
recuperar dados de qualquer tipo,
confidenciais ou n&o, incluindo; restaurar
ou comprar novas licencas de software e
0 custo de investigar sua capacidade de
restaurar a partir do backup.

Ramnsonware Sequestro de Dados
Custos relacionados com a investigagéo e
pericia e até mesmo o pagamento do
resgate.

Despesas Extras

Despesas extras relacionadas a uma
falha do sistema ou um incidente
cibernético
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Coberturas do Seguro Cibernético

Gerenciamento de Crise

Pericia Forense. I[’«\ Responsabilidade

Monitoramento de Credito o> Danos ou indenizagdes a terceiros decorrentes
(4

Custos de notificacéo a terceiros de uma violagao de privacidade
Consultor de Relagbes Publicas
Call Center

Investigagao e resgate de
Extorsdo/Ransomware

=== Custos de Defesa
=—/"\== Custos de defesa contra litigios ou uma
=@: investigacdo ou acao por 6rgao regulador
~ relacionada a um incidente cibernético.
\ Penalidades Regulatérias
e Penalidades cobradas pelos reguladores sob
leis de privacidade estaduais ou federais

(incluindo leis de privacidade como a Lei Exclusdes Chave

Geral de Protecado de Dados que incluira » Atos Dolosos

multas de até 2% do faturamento ou 50 al * Negligéncia

milhdes de reais) na medida do direito legal. + Eventos antes da contratacao
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Apolice Cyber versus Apolices Tradicionais

MARSH

Cyber affirmative

cover

Cyber Fraud
Fraud

systems K&R
Physical damage restoration Cyber
i Extortion
costs Extortion

Non-damage

Business Cyber
Interruption Event Badily Injury
following IT response Security & 4 GL/PL

failure costs Privacy i Product Liability

Liability

Contingent
Business
Interruption

from IT ,
Internet Professional

providers Media Liability
Liability

Advertising Liabiity

Pl / E&O
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Vale a Pena Contratar um Seguro Cyber?

&« X & https://www.insuranceage.co.uk/insurer/4136831/cyber-insurance-payout-rates-at-99-claims-abi

[ nsurer

3

Sian Barton
W @InsuranceSian

(W] flinIA

Cyber insurance payout rates at 99%,
claims ABI
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Case
Hospital do Cancer de Barretos

O ataque cibernético que paralisou o hospital foi causado poruma
variante do virus Petys, gue em junho infectou computadores com o
sistema Windows no mundo todo em troca de "resgates’, a serem pagos

Pagamento

em moedas digitais - nesse caso, a bitcoin. Chamados de ransomware,
do reSg ate wirus de resgate invadem sistemas em que ha vulnerabilidades.

Uma vez que rompe as barreiras de protecdo, o software malicioso
embaralha daggadas macuiinoc infatadae o oo criptosrafo oaralisanda

Outros Custos: e um

0F CoMmpuUts
fica de posd
resgate.

Danos a terceiros

magquina, of

equivalentd
Despesas el ©  Danos de Imagem
emergenC|a|S exames faran NS o o . o

conta da invasdo no dia 27 de junhe. OQutras unidades do hospital,

localizadas em Jales (SP) e Porto Velho (RO), também foram afetadas.

"Trabalhamos em regime de 24 horas, nos revezando, para restabelecar
© sistemma do hospital. Todo mundao virou técnico, foi um trabalho bracal.
O problema mais grave foi o 'sequestro’ das maguinas”, afirma Douglas
Vieira, gerente do departamento de Tl da instituicdo. Em trés dias, a

equipe conseguiu recuperar 800 dos 1200 computadores da instituicdo.
Mas o atendimento aos pacientes s¢ seria completamente normalizade

Fonte G1 - 2017

seis dias depois.
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SEGURO APLICABILIDADE DE COBERTURAS AJLT
CASE STUDY - BANCO INTER

IMDFT MINISTERIO PUBLICO DO DISTRITO FEDERAL E TERRITRIOS (f} [ reguimtrios, camaurec
B Banco Inter alega sofrer extorsao
Inicio » Comunicaco » Sala de Imprensa » Noticias » Noticias 2018 » MPDFT ajuiza agéo contra o Banco Inter por vazamento de pe?'lflil\lli dg gs .
it st L dle hacker com dados de 300 mil
algumas i
MPDFT ajuiza agao contra o Banco Inter por seguradoras clieptes

ofertam cobertura

de dados pessoais de multa

A Comisséo de Protecdo dosDados Pessoais do Ministério
Pudblico do DF e Tewit6rios (MPDFT) ajuizou nesta segunda- Cobertura de
feira, 30 dejutho, acédo civil publica por danos morais Gestao de
coletivds contra o Banco Inter S/A. Na ag¢éo, o Ministério crise/ danos a
Publico pede a condenagédo do banco ao pagamento de Imagem
R$ 10 milhoes, a titulo de indenizagdo, em razéo de nag.te
tomado os cuidados necessarios para garantir a seguranca
dos dados pessoais de seus clientes e néo clientes. O valor, Responsabilidade de
no caso de condenacéo, sera revertido ag Fando de Defesa privacidade. Danos

de Direitos Difusos (EDD). e e oo

Outros custos ndo divulgados e que estariam
o'incidente de seguranca, contemplados pela apdlice:
» Custos de investigacao e pericia digital
» Custos de reconstrucao de ativos digitais
(sistemas e banco de dados)
» Despesas emergéncias

“As tentativas de encobrij
promovidas pelo Baped Inter, geraram prejuizos morais e
inseguranca aosefientes, ndo clientes, investidores,
acionistas, ecossistemas de Fintechs e Startups brasileiros de
dados, bem como na confiabilidade da migracdo dos servigos
de processamento, armazenamento e de computacdo em
nuvem das instituigdes financeiras”, ressaltou o coordenador
da Comisséao, promotor de Justica Frederico Meinberg.

Custos de
notificagéo

Cobertura de
extorséo e sequestro

Fonte: MPDFT e Terra 2018
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Contratacao da Apolice
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Avaliacao do Risco

Frequency and Severity of Claims

Currency: BRL Annual Loss

. Frequency  Severity 4,100 Vear 1in250Year 1in 1000 Year
Avaliacdo de controles de Loss Loss Loss
- ) Seguran(}a - Mal’Sh SeIfAceSSment A loss equal toor A loss equal toor A loss equal to or
—— . Prooabiity of 3 . greater than this greater than this above aoove this
() o Ratin g Description:  claim happening /21398 Gl3im amount wi amount will amount will
[ = =ach year amaunt happen onca happen once nappen once
)3T . 100 3 250 ¥ 1,000
¢ Fornece uma andlise de maturidade do SR Rl s et
< programa de seguranca cibernética da Data Breach
G (including liability defence,
empresa incident response, PCI related 10.76% 15.09M 41.01M 86.73M 296.14M
. L. liability, and regulatory
» Utiliza elementos-chave de varias investigations)
estruturas de seguranca cibernéticas, :
; . 9 ¢ PCIDSS Non-Compliance 1.25% 222M 0.13M 147M 5.67M
incluindo o NIST, ISO 27001 e outras Fines
» Fornecer uma pontuacéo de seguranga
da empresa Cyber Business Interruption 6.07% 1.30M 0.88M 255M 10.60M
» Usado no lugar de questionarios
padrc"’)es de seguradora Cyber Extortion 1.80% 0.01M 0.00M 0.01M 0.05Mm
Data Asset Loss 4.80% D27M 0.29M 0.70M 1.87M
o e Andlise do Risco Cibernético
e Combined®* 17.24% 11.98M 42 B3M 91.60M 231.79M

* Usando métodos ndo invasivos, o
Cyence coleta dados sobre indicadores
de comprometimento e higiene
cibernética geral.

* Fornece feedback sobre
vulnerabilidades percebidas.

» Auvalia o risco cibernético geral da
empresa e fornece uma comparacao
com empresas semelhantes em seu
setor.

» Histéricos de violagao de dados

*Combined values are not the summation of the losses above, but a combination of losses that would result in an overall

annual average loss.

Estimated Mumber of

Unique Pl Records 9,000,000
Economic Sector Info Tech
Type of Company Private
Number of Employees 350
Revenue (RE) 1,056,924 854
Profit Margin % 50%
Security Rating 2.5
PCl Data =
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Perguntas
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Obrigada!

Marta Helena Schuh

Marta_Schuh@ijltbrasil.com

+55 11 3156 3975
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A informacé&o contida neste documento é confidencial, pode ser privilegiada e destina-se ao uso do individuo ou da entidade acima indicada. Se vocé nao for o destinatario pretendido, por
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